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Top 10 Procedures to follow for the Successful
Acquisition and Investigations of Digital Evidence...

1. Never look at data without using a write blocking device. This changes dates and times on
the file and negates its forensic value.

2. If the suspect computer is “off,” leave it off. The act of powering the computer changes
dates and times on the file and negates its forensic value.

3. If the suspect computer is “on.” Disconnect the keyboard, mouse, Internet and or network
cable from behind the computer. This will isolate it from the outside world and preserve any data
which may be recoverable from the RAM as well as the data files.

4. Never let your IT person “poke around” in a suspect computer unless they are a qualified
Computer Forensic Investigator; otherwise, they may spend lots of time in a witness box
explaining how, why and what they did.

5. Always use a Licensed Private Investigator to do your Computer Forensics. They are trained
on what to do and what not to do in order to make your evidence admissible in court.

6. Do not try to crack user names or passwords on employee’s computers, even if you have an
Acceptable Use Policy in place. You may have privacy law violation issues to deal with. Follow 2
or 3 above and have your counsel get a subpoena to retrieve the data.

7. Deleted Data is not always gone. In many cases, if properly handled, digital data can be
recovered in full or partially.

8. Cell Phones should be turned off to prevent data loss by remote access from the suspect.

9. Itisa good policy to make two copies of each imaged hard drive. Make one to examine and
one as a backup in case the first fails.

10. If time permits, you can preview the data to look for specific evidence before actually
acquiring it. This may save time and cost later.
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